Ich doch hab’ nichts zu verbergen

@ Dann muss mich auch niemand Uberwachen!

lT_Secu”ty Bootcamp @ Regierungen definieren was richtig und falsch ist!

Michael Lick @ Was heute richtig ist, kann morgen falsch sein!

FOSSLC e.V. . . . . .
€ @ Ich kann nicht konrollieren, was mit meinen Daten passiert!

21.11.2013
Quis custodiet custodes ipsos?
Wer iiberwacht die Uberwacher?

Lesenswert: [3]

Michael Liick FOSSLC e.V. Michael Liick FOSSLC e.V.
Sichere Emailkommunikaton, November 2013, CC-BY-SA Sichere Emailkommunikaton, November 2013, CC-BY-SA

Was also tun?

@ Niemand soll meine Emails verandern kdnnen

~ Integritit Kryptographie

Informationssicherheit [s]
@ Niemand auBer mir kann in meinem Namen Emails versenden

— Authentizitat symmetrisch asymmetrisch
. . . . . @ einzelner Schliissel fiir beide @ Schlisselpaar fiir jeden
@ Niemand auBer mir soll meine Emails lesen konnen Partner Partner
— Vertraulichkeit
@ nur Vertraulichkeit & @ alle Sicherheitsziele
Integritat umsetzbar umsetzbar
Diese Anforderungen werden auch als Sicherheitsziele bezeichnet o effizient © aufwendig

Michael Liick FOSSLC e.V. Michael Liick FOSSLC e.V.

Sichere Emailkommunikaton, November 2013, CC-BY-SA Sichere Emailkommunikaton, November 2013, CC-BY-SA



asymmetrische Kryptographie

asymmetrische Kryptographie

Zwei Schlussel

Was der eine verschliisselt kann nur der andere entschliisseln
— Asymmetrie

@ ein Schlissel wird veroffentlicht

@ der andere Schliissel wird geheim gehalten

Michael Liick
Sichere Emailkommunikaton, November 2013, CC-BY-SA

FOSSLC e.V.

Vertrauen

@ ein Schliisselpaar ist immer einer ldentitat zugeordnet

o Offentliche Schliissel missen verteilt werden

mit E-Mail mitschicken
von Servern abrufen
bei Kommunikation austauschen

@ Zugehorigkeit muss lberpriifbar sein
— Vertrauensmodelle
o hierarchisch (X.509)
o netzférmig (PGP)

Michael Liick FOSSLC e.V.

@ Absender verschlisselt mit 6ffentlichem Schliissel des
Empfangers
— Nur Empfanger kann 6ffnen
— Vertraulichkeit

@ Absender verschliisselt mit seinem privatem Schliissel
— jeder kann Entschliisseln
— nur der Absender kann es verschliisselt haben
— Authentizitat

@ Nachricht wird unterwegs verandert
— beim Entschliisseln entsteht nur Miill
— Integritat

Michael Liick
Sichere Emailkommunikaton, November 2013, CC-BY-SA

FOSSLC e.V.

Vertrauensmodelle

@ hierarchisch

e ahnlich Notar

o Notar bestatigt Zugehorigkeit von Schliissel zu Person, Server,
etc.
— Zertifikat von Zertifizierungsstelle (CA)

o Zertifikat wird bei Kommunikation immer mitgeschickt

o Empfanger kennt Unterschrift des Notars
— kann Zugehorigkeit priifen

e verbreitetes Verfahren

@ netzformig

e 3ahnlich einem Social-Graph
o jeder kann jeden o&ffentlichen Schliissel unterschreiben
— Web-Of-Trust

Michael Liick FOSSLC e.V.

Sichere Emailkommunikaton, November 2013, CC-BY-SA
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Trust Chain

Michael Liick

P

Allgemein

Zertifikathierarchie b

Zertifikats-Viewer: www.google.de

Details

¥ Builtin Object Token:Equifax Secure CA
¥ GeoTrust Global CA
¥ Google Internet Authority G2

google.oe

FOSSLC e.V.

Sichere Emailkommunikaton, November 2013, CC-BY-SA

CACert

Michael Liick

https://www.cacert.org

Mischung aus Web-Of-Trust und hierarchischem Modell
Community Mitglieder vergeben untereinander Punkte
Community betreibt Zertifizierungsstelle

wenn Mitglied genug Punkte hat bekommt sie ein Zertifikat

Zertifikate fiir EMail oder eigene Server moglich

FOSSLC e.V.

Web-Of-Trust

Alice \ direktes Manuel
Freundin \( Vertrauen > Fremder
N e 7
indirektes

direktes direktes
Vertrauen Vertrauen
---- e N
Bob indirektes ndirekts Vertraten — indirektes Susi
\ J Vertrauen Vertrauen Fremde

direktes direktes
Vertrauen ~._indirektes .- Vertrauen

\ Vertrauen /
/’ - e T “
Axel Manfred
Freund Fremder

indirektes
Vertrauen

based on [2]

Michael Liick
Sichere Emailkommunikaton, November 2013, CC-BY-SA

Genug gelabert

@ Schliisselpaar erzeugen
@ Public Key signieren lassen
@ verschliisselte, signierte Emails schreiben und empfangen

@ CACert Root Zertifikat importieren

Michael Liick

FOSSLC e.V.

FOSSLC e.V.

Sichere Emailkommunikaton, November 2013, CC-BY-SA

Sichere Emailkommunikaton, November 2013, CC-BY-SA



File Edit Vview Go Message Tools Help de o 1y @) 11:14

Quick Filter

Schliisselpaar erzeugen

e

W

Schliissel erzeugen:
openssl genrsa —-des3 -out fosslc.key 4096

Find

e a new account

Zertifikatsrequest erzeugen: o — K

openssl req —new -key fosslc.key -out fosslc.csr

)

Zertifikat an CA schicken:
scp fosslc.csr fosslc@<Server IP>:/tmp

Signiertes Zertifikat in PKCS12 Format umwandeln
openssl pkcsl2 -export -in fosslc.crt -inkey
fosslc.key -out fosslc.pl2

based on [4]

RICICE

Michael Liick FOSSLC e.V.
Sichere Emailkommunikaton, November 2013, CC-BY-SA

@ Mozilla Thunderbird is free and open source software from the non-profit Mozilla Foundation. | Know your rights... | 3

{

&% There are no new messages for michael.lueck@fosslc.de on mail.ilmenau.net. [

Thunde File Edit view Ro Message Tools Help Ede B & Ty ) 11:19

Thunderbird-E-Mail und -Nachrichten

Account Settings

il . | e | T - =
; Server Settings -
v - | mic Copies & Folders To send and receive signed or encrypted messages, you should specify both a digital

signing certificate and an encryption certificate.

¥ michael.lueck@Fosslc.de
Server Settings
Copies & Folders To send and receive signed or encrypted messages, you should specify both a digital
signing certificate and an encryption certificate.

= | Composition & Addressing B Composition & Addressing
= F1 Junk Settings Digital Signing 1 = .
v® Loc Disk Space Use this certificate to digitally sign messages you send: v® Loc Certificate Manager
1 Return Receipts Select... _ﬁ T
(e | B Your Certificates | People Servers Authorities Others

-
~ BEK
v
. Local Folder.s ¥ Local You have certificates from these organizations that identify you:
Junk Settings
1 Encryption
Use this certificate to encrypt & decrypt messages sent to you:

3

Disk Space Certificate Name Security Device Serial Number Expires On

Outgoing Server (SMTP)

\SElechay|

qﬁp Default encryption setting when sending messages:
ce Impress
kol

Certificates
| View Certificates | | Security Devices |

Import... |

OK

ry

Account Actions -




Thunderbird-E-Mail und -Nachrichten

¥ michael.lueck@fosslc.de

g
Certificate File to Import

|#| | «|=i ubuntu | certificate

1 File System
5 Dokumente
i Musik

I Bilder

IH videos

[l Downloads

J

) [BNEdD

Lo
T | Places Name v Size Modified
B Qs
@ Recently Used
= ubuntu
K Desktop

| PKCS12 Files = |

| cancel |. Open . | %
| ]

¥ michael.lueck@Ffosslc.de
Server Settings
Copies & Folders
Composition & Addressing

signing certificate and an encryption certificate.

Certificate Manager

Your Certificates | People Servers | Authorities | Others

To send and receive signed or encrypted messages, you should specify both a digital

¥ Local You have certificates from these organizations that idehify you:
Jun
Dis Certificate Name Security Device Serial Number Expires On G2
Qutga YFOSSLCeV.
Michael Lueck Software Security De... 01 28.09.2014
Vie B: p | Backup All... | ‘ Import... Delete
OK
| Account Actions v

¥ michael.lueck@fosslc.de
Server Settings
Copies &Folders
Composition & Addressing

To send and receive signed or encrypted messages, you should specify both a digital
signing certificate and an encryption certificate.

EZ N, =

Account Settings

¥ michael.lueck@fosslc.de
Server Settings
Copies & Folders
Composition & Addressing

To send and receive signed or encrypted messages, you should specify both a digital
signing certificate and an encryption certificate.

Junk Settings Digital Signing
Disk Space Use this certificate to digitally sign messages you send:
Return Receipts select.
Security - h
¥ Local Folders Di
Junk Settings
Disk Space ESpEEn }
Outgoing Server (SMTP) Use this certificate to encrypt & decrypt messages sent to you:
Select... Clear
Default encryption setting when sending messages:
Certificates
‘y_iew Certificates | | Security Devices |
Account Actions v
Cancel | OK

Jui
Dis
Ref == .
sed | Your Certificates | People | Servers Authorities  Others
~ Local You have certificates from these organizations that identify you:
Jun
Dis Certificate Name Security Device Serial Number Expires On &
Outg
Password Entry Dialog

Please enter the password that was used to encrypt this

certificate backup.

Password: ]

| cancel | ‘t
| Import... |
| ok
Account Actions v
Cancel [ OK
Thunderbird-E-Mail und -Nachrichten B 3 Ty @) 11:30

LK




Thunderbird-E-Mail und -Nachrichten

Thunderbird-E-Mail und -Nachrichten Ede

Account Settings

S Ty o)) 11:35

¥ michael.lueck@fosslc.de
Server Settings

v | mic Copies & Folders To send and receive signed or encrypted messages, you should specify both a digital
&1 Composition & Addressing signing certificate and an encryption certificate.
F1 Junk Settings Digital Signing
v = Log Disk Space Use this certificate to digitally sign messages you send:
F1 Return Receipts | select... |
[ Security —

¥ Loc
J

™ Select Certificate

C
out Certificate: [Impurted Certificate [01] :J

Details of selected certificate:

Issued to: E=michael.lueck@fosslc.de,CN=Michael Lueck,0=FOSSLC e V.,ST=Thueringen,C=DE

Serial Number: 01

Valid From 28.09.2013 11:03:53 to 28.09.2014 11:03:53

Email: michael.lueck@Fosslc.de
Issued by: E=ca@fosslc.de,CN=FOSSLC CA,0U=Security,0=FOSSLC e.V.,L=llmenau,ST=Thueringen,C=DE
Stored in: Software Security Device

| cCancel | (_:E

| Account Actions v

Security

ubuntu@ubuntu:~/certificate$ ping Metal
PING Metal.lan (192.168.2.182) 56(84) bhvtes of data.
64 by @ Certificate Manager

Your Certificates | People | Servers Authorities | Others

You have certificates on file that identify these certificate authorities:

a

Certificate Name

¥(c) 2005 TURKTRUST Bilgi iletisim ve Bilisim ...
TURKTRUST Elektronik Sertifika Hizmet ... Builtin Object Token 2ar

YA-Trust Ges. f. Sicherheitssysteme im elektr...
A-Trust-nQual-03

YAC Camerfirma S.A.
Chambers of Commerce Root - 2008
Global Chambersign Root - 2008

YAC Camerfirma SA CIF A82743287
Chambers of Commerce Rook
Global chambersign Root

vActalis S.p.A./03358520967
Actalis Authentication Root CA

Security Device

Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token

YAddTrust AB
View... | |EditTrust... | | Impott... | | Export... | |Delete or Distrust...
L ok |
Account Actions v

¥ michael.lueck@Ffosslc.de
Server Settings
Copies & Folders
Composition & Addressing

To send and receive signed or encrypted messages, you should specify both a digital
signing certificate and an encryption certificate.

Junk Settings Digital Signing

Disk Space Use this certificate to digitally sign messages you send:

Return Receipts Imported Certificate | select... | | clear
Security -

¥ Local Folders
Junk Settings
Disk Space
Outgoing Server (SMTP)

#|Digitally sign messages (by default)
Encryption
Use this certificate to encrypt & decrypt messages sent to you:
Imported Certificate | select... | | Clear

Default encryption setting when sending messages:
@ Never (do not use encryption)

) Required (can't send message unless all recipients have certificates)

Certificates

| View Certificates | | Security Devices

[ Account Actions v

| Cancel | OK

Thunderbird-E-Mail und -Nachrichten

[il Sen
¥ michael.lueck@fosslc.de Security

Select File containing CA certificate(s) to import

Ble

#| | | s ubuntu [:ertlflcate‘

Places Name ~ Size Modified
Q search cacert.pem 1,0KB 12:05
& Recently Used ] michael.lueck@Fosslc.de.pem 5,3KB 11:06
[ ubuntu

Hallo | & Desktop

1 File System

[i© Dokumente

i Musik

[ Bilder

i@ videos

[ Downloads

Body1

Certificate Files

| Cancel | m‘en




12:23 {%

Thunderbird-E-Mail und -Nachrichten

i} sen

¥ michael.lueck@fosslc.de

Security

ubuntu@ubuntu:~/certi
PING Metal.lan (192.1

lcateS ping Metal
R4) bvtes of data.

Your Certificates People Servers | Authorities | Others

Body Tt

You have been asked to trust a new Certificate Authority (CA).

Hallo \
gar |

Do you want to trust "FOSSLC CA" for the Following purposes?
T|Trust this CA to identify websites.

& Trust this CA to identify email users.

] Trust this CA ko identify software developers.

Before trusting this CA forany ph'pose, you should examine its certificate and its policy and
procedures (if available).

|  view | Examine CA certificate

Cancel | oK

OK

Account Actions v

| cancel | OK

EAde = Ty

11:38 {%

Write: (no subject)

ﬂ Security H Save
From: | Michael Liick <michae Encrypt This Message =
——————————————  Digitally Sign This Message

& do: | (&8 h

View Security Info

ng v @ Attach

Subject:

BE= de B 1 @

= Verschlisselt -Inbox  x
@ Tag~ Q
| ® Reply | = Forward | & Archive| & Junk| © Delete|

m {% 12:25

Other Actions v

3, Get Mail ~ # write |=Jchat ‘Address Book

From Me

subject Verschliisselt

To Me

Verschlisselt

Signiert - Inbox - Mozilla Thunderbird E= de B Ty ) 12:30 &%

=] =

= Signiert-Inbox

@ Tag - Q

¥ GetMail v # write (=)chat & Address Book

| ® Reply | = Forward | & Archive| @ Junk| ® Delete

From Me
Subject Signiert 12:28
L LAz Other Actions »
signiert

a

=)
—
=
7
E




CA Cert

@ CA Cert Root Zertifikat importieren

o Zertifikat anlegen (im Browser) [1]

Michael Liic!
Sichere Emailkommunikaton, November 2013, CC-BY-SA

FOSSLC e.V.

@ [ www.cacert.org|

v-@l v Google a

=

CAcert

Sind Sie neu bei CAcert?

Wenn Sie kostenlose Zertifikate ausgestellt haben wollen, treten Sie der CAceri-
Gemeinschaft bei.

Falls Sie von CAcert ausgestellte Zertifikate nutzen méchten, lesen Sie bitte die
CAcert-Lizenz zur Weitergabe von Stammzertifikaten. Diese Lizenz betrifft die
Nutzung von CAcert-Stammezertifikaten.

AKTUELLE NACHRICHTEN
CAcert Assurances at LISA conference, Washington, DC,
USA 05 November 2013

The 27th Large Installation System Administration conference (aka. Lisa 2013)
will be meeting Nov 3-8 in Washingten, DC, USA. We have held a CAcert Birds-

CAcert.org beitreten
Beitreten

Vereinbarung der
Gemeinschaft
(Community Agreement)

Stammzeﬁifikat

Mein Konto

Anmelden mit Kennwort
Kennwort vergessen
Anmelden im Net-Cafe
Anmelden mit Zertifikat

+ Uber CAcert.org

+ Ubersetzungen

\? cacert.org/index.php?id=3

e = |a

e.cacert.org ount.php v '@

v Coogle Q

=

CAcert

Bei jeder Weitergabe von CAcerts Stammzertifikaten sind Sie an die Lizenz zur
Weitergabe von Stammzertifikaten gebunden.

Windows Installer

Windows Installationspaket flr Browser, die den Windows Zertifikatsspeicher
nutzen. (z.B. Internet Explorer, Chrome fr Windows und Safari fur Windows)
SHA1 Hash: 2db1957db31aa0d778d1a65ea146760ee1e67611

SHA2356 Hash:
8888372e3117baebf43922fhaefd501b94efed143c12116244ca5d0c23bcbb 16

Klasse 1 PKI Schliissel

tammzertifikat (PEM Format}
Stammzertifikat R Format)
Stammzertifikat (Text-Format)
CRL

SHA1 Fingerabdruck:

AR T A T A A DO A 4 A DTN AT 0N 00 AL T O -2

CAcert.org beitreten
Beitreten

Vereinbarung der
Gemeinschaft
(Community Agreement)
Stammzertifikat

Mein Konto

Anmelden mit Kennwort
Kennwort vergessen
Anmelden im Net-Cafe
Anmelden mit Zertifikat

+ Uber CAcert.org

+ Ubersetzungen

CAcert

Welcome to your account section of the website. Below is a description of the
different sections and what they're for.

CAcert.org

If you would like to view news items or change languages you can click the logout or

go home links. Go home doesn't log you out of the system, just retumns you to the
front of the website. Logout logs you out of the system.

My Details

In this section you will be able to edit your personal information (if you haven't been
assured), update your pass phrase, and lost pass phrase questions. You will also be

able to set your location for the Web of Trust, it also effects the email
announcement settings which among other things can be set to notify you if you're
within 200km of a planned assurance event. You'll also be able to set additional
contact infermation when you become fully trusted, so others can contact you to

CAcert.org
: Go Home
i Logout

+ My Details
+ Email Accounts
+ Client Certificates

i Ne
"l

+ GPG/PGP Keys

+ Domains




iImmediately inform CAcert Inc. who shall revoke the digital certiticate. When the
Digital Certificate expires or is revoked the company will permanently remove the
certificate from the server on which it is installed andwill not use it for any purpose
thereafter. The person responsible for key management and security is fully
authorized to install and utilize the certificate to represent this organization's

electronic presence.

+ CAcert Web of Trust

+ CAP Forms

New Client Certificate

Add Address
[} michael@lueckonline.net
[} michael lueck@fossic.de

@ sign by ciass 1 root certificate
) sign by class 3 root certificate

Please note: The class 3 root certificate needs to be imported into your email program as well as the class 1 root
certificate 50 your email program can build a full trust path chain. Until we are included in browsers this might not be a

desirable option for most people

No Name
@ Include Michael Lick

=1 Enable certificate login with this certificate
By allowing certificate legin, this certificate can be used fo login into this account at https://secure. cacert.orgs .

Optional comment, only used in the certifictate overview max. 100 characters

+ Disputes/Abuses

+ About CAcert.org

M Show advanced options

|E1 | aceept the CAcert Community Agreement (CCA).
= ' Please Note: You need to accept the CCA to proceed.

ECN

& (an

- @| |.v Google Ql @ Q

CAcert

Keysize: | Hocharadig = [ Create Certificate Request ]

CAcert.org
{ Go Home
{ Logout
+ My Details
+ Emall Accounts
+ Client Certificates
{New
{ View

+ GPG/IPGP Keys

+ Domains

Install the certificate into your browser
Download the certificate in PEM format
Download the certificate in DER format

----- BEGIN CERTIFICATE-----
MIIFvzCCAGegAwIBAQIDDgDMMADGCSqGSIb3DOEBBOUAMHKEDADBGNVBACTELIV
b30g0BExH] AcBgNVEAsSTPWhOdHAGLY 33d3cuY2F] ZX10LmIyZzEiMCAGALUEAXMZ
0QOEgN2VydCBTaWduaWSnIEF1dGhveml Be TERMBEGCSqGSIb3DOEI ARY Sc 3Wwe GSy
dEB] YWNL cnQub3InMB4XDTEZMT Ay ODESMTM1MLoXDTELMT Ay ODESMTM1MLowZzEV
MEMGALUEAXQMTWL] aGFLLCEM/GNrMSYwlAY JKoZIhve MAQkBFhdt WMo YWV sQGx1
ZWNrb25sans1LmS1 dDEmMCOGCSqGSIh3D0E] ARY XbiW j aGFLbCSsdWV] a0Bmb3Nz
bGMUZGUWggELMADGCSgGSIh3D0EBAQUAA4IEDwAwgIEKACIBAQC4pt 65nyb TGRFD
Lju+8RXNAk /HIET TeRxhGWXeGVaDth8wSLCPxsPTT3TUGayd8dyZP4UBGAHWEmMLZ
JLAgGxkwg4 TEY++0ESA/AIMIRPqvgDhr7HgNMIF Lol RSRNhxdeggfeGlpa7 SRUBY
Bh&wdV1EqSGmnPeuKHFKbwESEd] BudQwmvSHBL wilg] VwW OC+3x3UGdMPqOvM4gL
1tPVMPEMYbXbUYT4PRZ t psOgWeDwWvV0/zvhe gTvnixAUhgf 2TwnLHrZLoYfZ630Q
djDXz1ira0] bX0UOSTDEMdLPSSep0ZbNydpTsLgBEGLoSESef UzmopTy xUf L pdDgh
UnsfUaZdAgMBAAG] ggFgMIIBXDAMBgNVHRMEATSBEA] AAMFYGOWCGSAGG+EIBDOR]
FkdUbyBnZXQgeW91lc 1Bvd24gY2VydGl maWNhdGUgZmay IEZSRUUgaGVhZ CBvdmVy
IHRVIGhOdHAGLYI3d3c uQOF] ZX10LmSyZzAOBgNVHOSBAf SEEAMCAGgWQAYDVRAL
EDkwNwYIKwYBEQUHAwQGCCSGAQUFBwWMCEgo rBgEEAYI3CgMEBgo rBgEEAYIZCgMD
Byl ghkgBhvhCBAEWMgY IKwYBEQUHAQEE] ] AkMCIGCCSGAQUFBzABhhZ odHRWO18v
b2Nzc €55 YWNL cnQub3]nMDEGA1UdHWQqMCgw] gAkoCKGIGhOdHABL Y] cmwuY2Fj
ZX10LmAy Zy Iy ZXZvaZluY 3]sMDsGALUMEQQEMDKEF21pY 2hhZW x AbHVL Y 2t vbmxp
bmUubmV8gRdt sWNo YWV sLmx1ZWNrQGZve 3NsY ySkZTANBgkghk 1G5wOBAQUFAADC
AgEAWSHGdWM2CyxYI]BL3Eg4mDeBm3mY0iaun4LF7p] zoFakbVB4BPO30dWkIk /1
CHMLE++CHNTSu+q3GXGAA] blszn/iAy TaxkrFL92uol Pwg39c 0icEtETTuwVHe] B3
OTVTm2Vpwl tt+AFFV8cSDf nsa8FVERSSFE3RbFHc IwAB rgPvgl /LDE9s] S1s+dad
CelEFDZTsQBOKBVEC4wEY wxxS+ rRE4Vel ZUudpIgPUTzSBLUXDBEHT 4x5SINUPRLD
noPokirl ibyakKweviLdgCmYsEzTk9sGEGALCHXZE, YNKSTFDNsoKpOc kbl A7Nuj
LH4DnMyJCC+4L] +Wj kqFf QI7PrT3E397] gLt dNut AOShQ1VAyzc SmwltscOYETML
COWIhbbNoUySAOCYzGgViaA /wwEMoUgMKTEQSEFauUNYKpTFChA] hpEWGE /K9z31f
URG1TF86bUuep34gPkGSDXEMIwVoQyBPGbme,/ Txk TWBpbRCPEPREIc A] sr4Shsvb
c1gIEQdIS0VLRimixueiy re RZHSMDc TDcKSWOxamIdz+rbF/IToQwTIIrH2ybC/t
bGApREhggoX2pS6]15xbalsIAt MV4PNSyyMxc zUSYYLEKR/h8t 2] 24TzL GvdDvET
6T1yisal0lV3oyincMSl+oGsdU2wikwAYDYL 3MMTx16usS54=

----- END CERTIFICATE-----

Tnfarmatinn ahaut the rartificrata

Lj u+BRXnAk /HIETTeRxhGWXeGVaDth8wSLCPxsPTT3TUSaydSdyZP4UBGAHWEmMLZ
JLAqGxkwg4 TEY++0BSA/AIMIRPqvgDh r7THgNMSF Lol RSRNhxdegg@eGUpaT SRUBY
Bh8wdV1iEqSGmnPeu/KHFKbwESEd] Bu4QwmvSHBL wig] VwV OC+3x3UGdMPqOvMagL
1tPVMPEMYbXbUYT4PRZ t psOgWeDwWvVi/zvhc gTvnixAUhgf 2TwnLHrZLao¥fZ630Q
djDXz1ral] bX0UBST7Dt Md1PS5ep0ZbNydpTsLgBEGLoSE9ef UzmopTy xUf L pdDgh
UnsflUaZdAgMBAAG] ggFgMIIBXDAMBgNVHRMEATSEA] AAMFYGOWCGSAGG+EIBDOR]
FkdUbyBnZXQgeW91lc 1Bvd24gY2VydGLmaWNhdGUgZm2y IEZSRUUgaGVhZ CBvdmVy
IHRvIGhOdHABLY93d3c uQOF] ZX10LmIyZzAOBgNVHOSEAF SEBAMCAGgWQAYDVRAL
EDkwNwYIKwYBBQUHAwQGCCSGAQUFBWMCEgo rBgEEAYI3CgMEBgo rBgEEAYIZCgMD
Bgl ghkgBhvhCBAEwMgY IKwYBEQUHAQEE] ] AkMCIGCCSGAQUFBzABhhZ odHRwO18v
b2Nzc €57 YWNL cnQub3]nMDEGA1UdHwQqMCgw] gAkoCKGIGhOdHABLyS] cmwuY2F]
ZX10LmAy Zy Iy ZXZva2UuY 3] sMDsGALUJEQQOMDKEF21pY 2hhZW x ABHVL Y 2t vbmxp
bmUubmV8gRdt aWNo YWV sLmx1ZWNrQGZve 3NsY ySkZTANBgkghk 1GIwOBAQUFAADC
AgEAWSHGdwM2CyxYI]BL3Eg4mDeBm3mY0iaun4LF7p] zoFakbVB4BPO30dWkIk/1
CMLE++CHW7Su+q3GXGAA] blszn /1Ay TaxkrFL92uol Pwg39c 0icEtE7 TuwVHe]j B
OTVTm2Vpwl tt+AFFV8e SDf nsa8FVERS9FE3RbFHe IwAO raPvgl /LDE9s] S1s+d6d
CelEFDZTsQBOKBVBC4wEY wxx S+ rRE4Vel ZUulpIgPU7zSBLUXDBEHT 4x5SINUPRLD
noPokirl ibyakKwev7LdgCmYsEz7k9sGEGALCHxZE/ YNkSTfDNsoKpOc xbDl A7Nuj
LH4DNMyCC+4L] +Wj kqFf QI7PrT3E397] gLt dNut AOShQ1VAyzc SmwltscOYETML
OWIhbbNoUySAGCYzGgViaA/wwEMoUgMKTEQSEFauNYKpTFChA] hpEWGEx /K9z31f
URG1TFE6bUuep34gPkGSDXEMSwVoQyBPGbme,/ Txk TWEpbRCPEPREIc A] sr4ShsVb
c1gIEQdISDVLRinixueiy re RZHSMDc TDcKSWOxamIdz+rbF/IToQwTIIrH2ybC/t
bGApREhqgoX2pS6]15xbalsIAt MVAPNSYyMxczUSYYLBkR/h8t z] 24Tzl GvdDvEI
6T1yisa00lV3oyincMSl+oGsdU2wikwAYDYL 3MMTx16usS4=

----- END CERTIFICATE-----
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